Ilpunoxenne No2. Hudopmauuonnas namsaTka aius 00y4aromuXcH I8 pasMelleHHs Ha
opunuanbueix Hurepuer-pecypeax

C KaXIBIM IOZIOM MOJIOIEXKH B HHTEPHETE CTAHOBUTHCS GOJBIIE, 3 IMKOJIbHHKH OJIHH K3
CaMbIX AKTHBHBIX TOJB30BaTened Pynera. Mexay TeM, MOMHMO OrpoOMHOTO KOIHMYeCTBA
BO3MOXKHOCTEH, HHTEPHET HECET M mMpoGieMsl. JTa maMATKa JOJDKHA MOMOYb Tebe 6e30macHo
HAXOIHTHCH B CETH.

Komnviomepuvie eupycer

KOMIIBIOTEpHEIH ~ BHpyC — 370  pPa3HOBHIHOCT KOMIBIOTEPHEIX  IIPOrpamM,
OTIIMYHTEIBHOH OCOOEHHOCTBIO KOTOPOH fABNSETCS CHOCOBHOCTH K pasMHOXeHHI0. B
AOTIOJTHEHHE K 3TOMY, BHPYCHI MOTYT HOBPEIMTh WJIH TONHOCTHIO YHHYTOKHTH BCE baitner u
JIl@HHbIE, TONIKOHTPONBHBIC IOIB30BATENIO, OT HMEHH KOTOPOro ObLTa 3amyIieHa 3apaEHHas
TIpOTpaMMd, a TAaKiKe IOBPEAUTH WIH [aKe YHHYTOXHTH ONEPALMOHHYIO CHCTEMY CO BCEMH
daiinamu B nenom. B GonbumncTRe Ciryyaen PacIpoCTPaHsAIOTCs BUPYCHI Yepe3 HHTEPHET.

MeToB! 3aIHTEl OT BPEAOHOCHBIX POTPAMM:

1. Henomp3yit coBpeMeHHBIE ONEpPaIHOHHBIE CHCTEMBI, MMEIOLIHE CepbE3HBIH YpOBEHD
3alIMTBI OT BPEAOHOCHBIX IPOrpamMM;

2. TlocrosHo ycTaHaBnuMBaii nauth (HHGpPOBHIE 3amIaTKH, KOTOpBIE aBTOMATHYECKHU
YCTAHABIHMBAIOTCA C LENBI0 NOpalbTKH NPOrpamMMEI) H JpyrHe OGHOBIEHHS CBOEif
OIEPANAOHHOH cucTeMbl. CKkaunBali X TONBKO ¢ OQHLHMATEHOTO caliTa paspaGoTymka
OC. Eciu cymecTByeT peskuM aBTOMaTHYECKOro OGHOBNEHHS, BKIIOYH ero;

3. Pabotail Ha cBOEM KOMIBIOTEPE MO MPABAMH [ONB30BATENS, @ HE aZIMHHHCTpATOpA.
OT0 He MO3BONHT OOJBIIMHCTBY BPEIOHOCHBIX NpOTpaMM HHCTAJTHPOBATLECA HA
TBOEM MEPCOHAIBHOM KOMITBIOTEDE;

4. Hcnone3yii aHTHBHPYCHBIE NpOrpaMMHBIE ITPOAYKTHI H3BECTHBIX IPOU3BOMUTENEH, C

aBTOMaTHYECKHM OOHOBIICHHEM 0a3;

Orpanndb pU3HYECKHii ZOCTYN K KOMIOBIOTEDY JisI IIOCTOPOHHHUX JTHUII;

6. Hcnone3yit BHemHHE HOCHTEH HHOPMALIHH, TAKHUe KAK (nemka, auck wu aiin uz
HHTEPHETA, TOIBKO U3 NPOQEePEHHBIX HCTOYHHKOB;

7. He oTKpbiBaii kKOMIBIOTEpHbIE (BaiiyIbl, MOMyYeHHbIE H3 HEHANEKHBIX HCTOYHHMKOB.
Haxe Te Gaitnbl, KOTOphle NpHCTAN TBOW 3HAKOMEIL. Jlydine yTo4HH y Hero,
OTIIPABJIAN JIH OH Tebe ux.
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Cemu WI-FI

Wi-Fi - 310 He BUA nepenaun JaHHBIX, He TEXHOJIOTHA, a BCETo Wb Openy, Mapka. Emme
B 1991 rony ampepnanickas xommanus 3apeructpupoBana 6penn « WECA», uto 0603Ha9aio
cnosocoyeranue « Wireless Fidelity», koTopsiit nepeBoautces xax «0ecnpoBOAHAS TOYHOCTHY.

Jlo Hamero BpeMeHH xouuia apyras abOpeBuartypa, KOTOpas ABIAETCA TaKoM ke
TexHonorueii. I1o abopesnarypa «Wi-Fi». Takoe Ha3BaHHe GBUIO JaHO ¢ HAMEKOM Ha CTaHJapT
BBICIIHH 3BYKOBO# Texuuku Hi-Fi, uro B nepeBone 03HauaeT «BBICOKAS TOUHOCTEY.

Ha, Gecrnnarublii HATEpHET-N0CTYN B Kade, oTensx u a’ponoprax ABIAETCS OTIHYHON
BO3MOXHOCTBIO BBIXO/1a B HHTEPHET. Ho MHOI¥E 3KCIepTHI CYHTAKOT, YTO 06meRocTynHbe Wi-
Fi cetn e sBisorca Ge3onacHpMA.

Cosertnl mo Gezonacuoctu pabore B obmenocTynHeIX cetax Wi-fi:



He nepenasaii cBoio nmunyro uH(pOpMarmio gepes obmenoctynuele Wi-Fi cetn.
PaGoras B HHX, XeNaTelbHO HE BBOJHTH MAPOJIHA JOCTyNa, JOTHHBI M KaKHe-TO
HOMepa;

Mcnomne3yit u o6HOBNA# aHTHBHPYCHBIE MPOTPaMMEI H Opanamayep. Tem cambIM TEI
obe3onacHInb cebs OT 3aKauKH BHPYca Ha TBOE YCTPOHCTBO;

Ilpu wucnosesopanuu Wi-Fi orkmouwn dymkmaro «O6mmit Joctyn K daiinaMm u
npuHTepam». JlaHHas QYHKOMS 3aKphITa 1O YMOJYAHHIO, OJHAKO HEKOTOpBIe
TIOIb30BaTE/N aKTUBUPYIOT €€ Ul y100CTBa HCTIOIL30BaHA B paboTe Wi yuebe;

He ucnonesyit my6maunsiit WI-FI mans nepemaun muussx J@HHBIX, HaIpHUMep i
BbIXO/Ia B COLMANbHBIE CETH MJIH B 3JIEKTPOHHYIO [1OYTY;

Hnone3yit Tonpko 3amminerHoe coemunenne yepes HTTPS, a e HTTP, T.e. npu
Habope BeG-azpeca BBOIH UMEHHO «https://»;

B MoGumenoM rtenepone orkmoun dymkmmo «[logkmouvenme x  Wi-Fi
aBTOMaTH4ecKH». He nomyckaii aBTOMAaTHYECKOTO MOAKTIOYEHHS YCTPOHCTBA K CETIM
Wi-Fi Ge3 tBoero cornacus.

CoyuanvHeie cemu

ConmanbsHble CETH aKTHBHO BXOIAT B Hamry H3Hb, MHOTHE JIIOJIH pabOTAIOT ¥ JKUBYT
TaM MOCTOAHHO, a B Facebook yske 3apeructpuposan MHILTHAp[ 4€JIOBEK, YTO SBISAETCS OXHOLL
CeIbMOH BCeX JKuTeNlell IuIaHeThl. MHOTHE NOJb30BATENH HE NIOHMMAIOT, 4TO MH(pOpMAaIus,
PA3MEIICHHAA HMH B COLHAIBHBIX CETAX, MOXET ObITh Hali/leHa M HCIOJB30BAHA KEM YTOJHO, B
TOM 4HClIe He 0053aTeNbHO ¢ GIarHMH HaMepEeHHsIMH.

OcHoBHBIE COBETHI 110 6€30MTACHOCTH B COMMUATHHBIX CETAX:

1.

2.

Orpanmp cnmcok Apyseil. V Tebs B Apy3psix He AOMKHO OBITH Ciy4dalfHbIX H
HE3HAKOMBIX JIFOJEiH

3amumai cBol0 yacTHyio *mu3Hb. He ykaswiBail mapoi, TenedoHEl, aapeca, maty
TBOCTO POXKICHHA M JPYTYIO JHYHYIO HHYOPMAUMIO. 3MOYMBILNEHHHKH MOTYT
HCIONB30BaTh JaXe MHYOPMAIMIO O TOM, Kak Thl M TBOH POIHTENH IUIaHHpYeTe
MPOBECTH KAHUKYJIBI;

3amumaii CBOIO PeMyTaLHIO - IEPXKH ee B YHCTOTE U 3a/apaif cebe BOIIPOC: XOTeN OBl
ThI, YTOOBI JIPYTHE TOJB30BATENH BHACIH, YTO ThI sarpyxaems? Ilogymaii, nmpexne
9eM YTO-TO OIYOIMKOBATh, HAIIUCATE M 3aTPY3HTh;

Ecimy Thl roBOpHIIE ¢ MOABMHE, KOTOPHIX HE 3HACIID, HE HCNONB3yil CBOE peanbHOE
HMA H IpYTyio JHYHYIO HH(OPMAlHH: HMS, MECTO JKHTEIbCTBA, MECTO yueGbI u
npoyee;

M30eraii pasmemenus ¢pororpaduii B MurepHere, rae Tol 1300pakeH Ha MECTHOCTH,
[0 KOTOPOH MOYKHO ONPEETHTh TBOE MECTOMONOKEHHE;

[Ipy perucTpaniy B cOLMaNBHON ceTH HEOGXOMMUMO MCTIOMH30BATE CIIOIKHEIE apoJiy,
cocroAmue u3 OYKB M (P U ¢ KONHYECTBOM 3HAKOB HE MeHee §;

JU1s coumaneHOl CeTH, MOYTHI M APYTHX CAHTOB HEOBXOMMMO HCIIONB30BATE pa3Hble
naponu. Torna eciu Tebs B3MOMAIOT, TO 3TOYMBIIIEHHHKH MOMyYaT JIOCTYII TOJNBKO
K OZTHOMY MECTY, a He BO BCe Cpasy.

Jnekmponnsie Oenvau

ONeKTPOHHBIE JIEHBTH — 3TO OUEHb ya00HBIH cnocob niarexeil, oaHAKO CYLIECTBYIOT
MOIIEHHHKH, KOTOPBIE XOTAT IIOJYYHTE 3TH JE€HBIH.

BHEKTPOHHEJé ACHBTH NOABHUJIMCH COBCEM HENABHO M MMEHHO H3-3a 3TOr0 BO MHOTHX
rocyaapcTsax Qo CHX IIOp He INPOMHCAHO IIPO HUX B 3aKOHAaX.



B Poccun xe oHM (YHKUMOHHPYIOT M 0 HHX yike IIPOMHCAHO B 3aKOHE, rIe HX
Pa3]CISIOT HAa HECKONBKO BHJOB — AHOHMMHbIE M HE AaHOHMMHBIC. PasHHMIA B ToM, 4TO
AHOHHMHBIC - 5TO T€, B KOTOPBIX paspemaeTcs NPOBOAMTE ONEpamuu Oe3 HICHTHDHKAIHH
TOJIb30BATE/IA, @ B HCAHOHUMHBIX HJICHTH(DHKALMH MOJIB30BATENS SABISETCS 00S3aTeIBHOM.

Taxoxe cnenyer pasnuyate 3mexTpOHHBIE (uatHpie NeHBIH (PaBHBI rOCYNAPCTBEHHBIM
BaTIOTaM) H JJIEKTPOHHbIE He(pHATHbIE AeHBIH (HEe PABHbI TOCY/IapCTBEHHBIM BaIOTaM).

OcHOBHBIE COBETHI 110 He30MmacHoi pabote ¢ MIEKTPOHHBIMH IEHBIAMH:

1. Ilpussxku K cueTy MoOW/IBHBIA TenedoH. DTo caMbIi yIOOHBIH M OBICTPEIA croco6
BOCCTaHOBHTE AOCTYN K c4eTy. Ilpusssannsii Tenedon nomosxer, eciu 3a0ynerp
CBO¥ ILIATeXXHBIN NIAPOJIb WK 3aliJeNIb Ha CaliT ¢ HE3HAKOMOTO YCTpOiCTBa;

2. Hcnonme3yii omHOpasoBEle naponu. Ilocne mepexona Ha ycHIeHHYIO aBTOPH3AIHIO
Tebe yxe He Oyner yrpoxkars ONacHOCTb KPayKd WK NepexBara IIaTe)XHOro mapois;

3. Boibepu crnoxHbI napons. IIpectynankam Gymer He mpocto yragate CJIOMHBIN
napoib. HanexHsle maponu — 510 naposnu, KoTopbie ColiepiKaT He MeHee 8 3HakoB u
BKJIFOYAIOT B €e0s CTPOYHbIE M IPONHCHBIE GYKBBI, HA(PH H HECKOIBKO CHMBOJIOB,
TaKH€ KakK 3HaK JoJuiapa, pyHTa, BOCKIMIATEIbHbIN 3HAK H T.I1. Hanpumep, $tROng!;;

4. He BBOIM CBOH IMYHBIE NAHHEIC HA CAlTAaX, KOTOPBIM He TOBEpPSEIIb.

Onexmponnas nouma

ONEKTPOHHAS [I0YTA — 3TO TEXHOJIOTHS U NPEIOCTABIAEMBIE €10 YCIYTH 110 NEPECUIKE U
IOJTy4CHHIO 3JIEKTPOHHBIX COOOINEHHH, KOTOphIe pacnpesieNialoTCsd B KOMIBIOTEPHOM CeTH.
OObrMHO  9MeKTPOHHBI  MOYTOBBI  SIIHK BBIMIAMUT  CHEAYIOIIMM  00pas’oM:
HMsl_TIONb30BaTeNs(@nma_gomeHa. Taxke KpoMme mnepenauu [IPOCTOr0  TEKCTa, HMEETCs
BO3MOXKHOCTB NepeaBaTh (aiiipl.

OcHoBHEIE COBETHI 110 Ge30macHol paboTe ¢ ANEKTPOHHOM IOYTOH:

1. Hano BrIGpaTs npaBuibHBIH TOYTOBbII cepeuc. B nHTepHETE ecTh OrpoMHbIH BEIGOP
OeCIIATHBIX TIOYTOBEIX CEPBUCOB, OJHAKO JIyYIIe JIOBEPATH TEM, KOT'O 3HaeIlb U KTO
NEPBBIH B pEATHHTE;

2. He yxaspBaii B mH4HOM mouTe NH4HYIO uHpopmanmio. Hanpumep, mydmre BBIOpaTh
«MY3BIKANBHBIH_(aHaT@» umm «pok2013» BMecto «Temal3y;

3. Wcnomb3yit IBYX3TalHYIO aBTOPH3ALMIO. DTO KOTIA IOMHMO IapoJIs HY>KHO BBOIUTH
KOJ, MPHChUTaeMBIi mo SMS;

4. BeiGepu cinoxHbi mapoms. JIIs Kaaoro MOYTOBOrO ALIHKA JOKEeH OBITh CBOIt
HAZICKHBIH, YCTOHYMBEIH K B3/IOMY [apoJIh;

5. Ecmm ecTh BO3MOXKHOCTH HammcaTh CamMOMy CBOM JIMYHBIA BONPOC, MCHOMB3YiE ITY
BO3MOYHOCTB;

6. Hcrnone3yif HeCKOMBKO MOYTOBBIX SIIUKOB. Ilepsbiii mns yacTHOM mepenmmcku ¢
apecaTaM, KOTOPBIM Tl JIOBepsellb. OTO OSNEKTPOHHBIA ajpec He HAJ0
HMCII0JIB30BATh TIPH PerucTpalky Ha popymax u calTax;

7. He otkprBaii ¢aitnsr u APYTHE BIOKEHHS B IHCbMaxX JaXe eCNH OHU MPHILIH OT
TBOMX JIpy3eid. JIydine yTO4HH y HUX, OTHPABIIS/IH JH OHH TeOe 3TH daiie;

8. Ilocne oxoHyaHust paGOTHI Ha MOYTOBOM CEpBHCE Nepel 3aKphITHEM BKIAAKH C
canToM He 3a0yab HaxaTh Ha «BeidTuy.



Kubepbynnune unu eupmyanvroe uzdeéamenvcmeo

KubGepOymmmsr — mpecieoBaHHe COOOIICHHSAMH, CONEPIKAIMHMH OCKOPOIEHHH,
arpeccHio, 3almyruBaHKe; XYJIHraHCTBO; CONMATbHOE DOMKOTHPOBAHHE C TIOMOIIBIO PA3JIHUHBIX
HHTEPHET-CepBHCOB.

OcHoBHbIE COBETHI 110 GophbE ¢ KHOEPOYIMHIOM:

1. He 6pocaiica B 6oit. JIyummii cnocob: mocoBeToBaThes Kak cebsl BECTH M, €C/IH HET

TOTO, K KOMY MOXHO OOpaTHTBCS, TO BHayajle YCIIOKOHTBbCA. ECIH ThHI HaYHeN b

OTBEYaTh OCKOPOICHHAMHM Ha OCKOpPOJIEHHS, TO TONBKO ele GOJbIIE pa30kIKelb

KOHQTHKT;

Ynpasinsii cBoell kubeppenyranuei;

AHOHHUMHOCTE B CeTH MHHMas. CyecTBYIOT CrnocoObl BBIACHHTB, KTO CTOMT 3a

AHOHMMHBIM aKKaYHTOM;

4. He crout Bectu XynuraHckuit o6pa3 BUpTyanbHO# xu3nu. UHTepHeT HKCHpYeT Bee

TBOH IEHCTBHS H COXpaHAET UX. Y TaNuTh uX OyAeT KpaiiHe 3aTpyIHUTEIbLHO,

Cobmopaaii cBOH BUPTYaAIBHYIO 9eCTh CMOJIO/Y;

Urnopupy#i enunuuneni HeratuB. OpmHOpa3oBElE OCKOPOHTENBHBIE COOGLICHHS

Ty4ine HrHOpHpoBaTh. OOBIYHO arpeccus MpeKpallaeTes Ha HAYaIbHON CTaIHH;

7. ban arpeccopa. B nporpamMmmax oOMeHa MrHOBEHHBEIMH COOOIIEHHAMH, B COLHAIBHBIX
CEeTAX €CTh BO3MOXKHOCTH OIOKHPOBKH OTIPAaBKH COOOLIEHHI C OIpe/eNeHHbIX
aZipecos;

8. Ecmu T ceunerens kubOepOymmmnra. TBOM melCTBHA: BBICTYNHTH NPOTHB
IIpecnenoBaresid, I0Ka3arb €My, 4YTO €ro JeHCTBHA OLIEHHBAIOTCA HEraTHBHO,
NOJUICPXKATh JKEPTBY, KOTOPOH HY)XXHA IICHXOJOTHYECKas [OMOLIb, COOOIIUTH
B3POCJIEIM 0 (paKTe arpecCHBHOTO MOBEIEHHS B CETH.
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Mobunvrviii menegpon

CoBpemenHble CMapT(OHBI M IUIAHINETHl COJAepXaT B cefe BIONHE B3POCIIBI
(YHKOHOHAN, W Teneph OHH MOTYT KOHKYPHPOBATH CO CTAHOHAPHKIMH KOMIIBIOTEDAMH.
OpHaKo, CpeaCTB 3alIHTHI U HOZOGHBIX YCTPOHCTB TOKa OYeHpb Maso. TecTHpOBaHHE M TIOHCK

YA3BHMOCTEH B HMX NPOHCXOJUT HE TaK MHTEHCHBHO, kak mna IIK, To xe camoe Kacaercs M
MOOHIIBHBIX TTPHITOKEHHHA.

CoBpemerHbie MOOHIIBHBIE Opay3eph! yXe NMPaKTHYEeCKH JOTHATHM HACTONBHBIE aHAJIOTH,

OJIHAKO pacIIHpeHHe (YHKUHMOHAIA BieYeT 3a c000M GOMBLIYIO CIOKHOCTE W MEHBIIYIO
3alIUIIEHHOCTb.

Alanexo He Bce NPOM3BOAMTENH BHIYCKAIOT OOHOBICHHS, 3aKPHIBAIONIME KPHTHYECKHE
YA3BHMOCTH /15l CBOMX YCTPOMCTB.

OcHoBHBIE COBETHI 115 GE30MaCHOCTH MOGHIBHOTO TeneoHa:

1. Hugero He sBnsercs mo-HactosumeMy GecruiaTHBIM. Bynb OCTOpOJKeH, Beab Koria
Tebe mpeAnaraioT OECTIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKDHITHI KaKHE-TO
IIJIATHBIE YCIIYTH;

2. Jlymaii, npexne yeM oTnpasute SMS, ¢poto mmm Bueo. Thl TOYHO 3HAEIIB, TE OHHM

OyayT B KOHEUHOM UTOTE?

Heo0xoaumo 06HOBIIATE OnepanioHHYIO CHCTEMY TBOETO cMapT(hoHa;

4. Hcnone3yi aHTUBHpPYCHBIE MPOTrPaMMBI It MOGHIBHBIX Tele(OHOB;
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5. He 3arpysxaii IpAIOKECHHA OT HeR3BECTHOTO MCTOYHHKA, BE/lb OHHM MOTYT cofepKarh
BpEIOHOCHOE POrpaMMHOL obecneyeHne;

6. Tlocne TOro KaK Thl BBIANCLIB C caiita, rjie BBOJUI JTHYHYIO uH(opMAaIHIO, 3aHIM B
pacTpoiiku Gpaysepa i yAalu cookies;

7. TlepHonu4ecKH nposepsii KaKHe IUIATHBIE yCIyrH aKTHBHPOBAHBI HA TBOCM HOMEpE;

8. Jlasail cBOii HOMED MoBwipHOro TenedoHa TONBKO JIOLAM, KOTOPBIX Thl 3HACUIb H
KOMY JIOBEpPACIIb;

9. Bluetooth momiken ObITh BBIKIIOYCH, Korga Thl MM HE MOJIB3YCUIbCA. He 3a0biBait
HHOr1a MpOBEPATH ITO.

Online u2pvl

CoBpeMeHHBIe OHJIAHH-HIPBl  — 5T0 KpacO4HBIE, 3aXBATHIBAIOLIAC pasBIECYCHHUS,
06beqHHSIONIAE COTHH THICAY UYe0BEK TI0 pceMy MupY. MIrPOKH HCCICAYIOT NAHHBIA UM MHD,
oGIAIOTCS APYT © APYIOM, BBIONHSIOT 3ajiaHus, CPAXKAIOTCS ¢ MOHCTPaMH H TIONTy4ar0T OIBIT.
3a yJOBONBCTBHE OHH IUIATAT: [OKYTAIOT AMCK, OMIIAYHBAIOT aGOHEMEHT WIH MpHOOpeTaioT
KaKue-TO OIMIIAH.

Bee 5TH CpecTBa HIYT HA MOJUICPXKAHAC ¥ pa3BMTHE WIpbl, a TaKKe Ha camy
6e30MacHOCTb: COBEPIICHCTBYIOTCS  CHCTEMEI aBTOPH3AlMH, BBITYCKAIOTCA HOBBIC naTau
(umdpoBBie 3anIaTKN LA IpOrpaMM), 3aKpbIBalOTCA YS3BUMOCTH CEPBEPOB.

B ronoGHBIX Hrpax CTOMT Omacarbes He CTOJBKO CBOHMX CONEPHHKOB, CKOJNBKO KpaXH
TBOEro Mapos, Ha KOTOPOM OCHOBAHA cucTeMa aBTOpH3aluy OObIIHHCTEA HIP-

OCHOBHBIE COBETHI TI0 GE30TACHOCTH TBOETO MIPOBOTO AKKAYHTa:

1. Ecnu apyro#l Mrpok BEACT cebs TLIOXO WM co3/aeT Tebe HENpPUATHOCTH, 3a0JI0KUPYH
ero B CIIMCKE UTPOKOB;

[oxanyifcss aIMHHACTPAaTOpaM HIPBI Ha IUIOXOe TIOBEIEHHe ITOr0 HIPOKa,
sKeIaTebHO MPUIOKHUTh KaKne-TO J0Ka3aTeIbCTBa B BUAE CKPHHOB;

3. He ykaspiBaii THIHYIO uH(OpMAaLHIO B npodaiisne urpsl;

4. VBaaii Ipyrax y9acTHHKOB IO HIPE;

5. He ycranaBnuBait HeoduIHanbHble MaT4H U MOJBL,
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Vicnoss3yii CIOXKHBIE H PasHBIC MapOITH;
Jlaxke BO BpeMsi HIPbl HE CTOHMT oTKII0uaTh aHTHBHpYC. Iloka T MIpacllb, TBOH
KOMIIBEOTEP MOTYT 3apasHTh.

Duuunz W KPaica TUHHbIX OGHHBIX

O6BI4HOM Kpaykeil ACHET H JIOKYMEHTOB CErOJHA YKEe HUKOro He YJAMBHIIb, HO C
pa3BHUTHEM MHTEepHET-TEXHOIOr i 37I0YMBIILICHHAKH [epeMECTHINCh B MHTCPHET, H
MPOAOJIKAIOT 3aHUMATBCA «THOOHMBIMY JICJIOM.

Tak MosBHJIACH HOBas yrposa: MHTEPHET-MONIEHHIIECTBA WK puIMHT, [TaBHAs Lemb
KOTOPOTO COCTOMT B TOJYyH4CHHH KOH(pUICHIHATBHBIX JAHHBIX ronp3oBareneil — JIOTHHOB H
naponeii. Ha aHriuickoM S3bIKe phishing gnTaeTcs KaK ¢ummuur (ot fishing — phIOHas JIOBJIS,
password — Tapob).

OCHOBHBIE COBETHI TI0 00pBOE C (PHIIMHIOM:

1. Crnenu 3a CBOMM aKKayHTOM. Fens Tl [OJ03peBacinb, YTO TBOA AHKETa OnLna
p37OMaHa, TO HeobXxomMo 3abnoKMpoBaTh €€ H co0BIMTh aAMHHHCTpATOpaM
pecypca 00 3TOM Kak MOXHO cKopee,



2. Hcnonbsyit OGesomacHele BeG-caliTe, B TOM 4HCIE, WHTEPHET-Mara3sHHOB H
MOMCKOBBIX CHCTEM;

3. Hcnons3yit cnoxHele H pasHsle naponu. Takum o0pa3oM, ecid Tebs B3IOMAIOT, TO
3IIOYMBIIUICHHUKH TIOJIY4aT JOCTYI TOJIBKO K OZHOMY TBOEMY MPOQHIIIO B CETH, a HE
KO BCEM;

4. Ecnn Tebs B3TOMaTH, TO HeOOXOZMMO INpeaynpeauTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIe /100aBieHpl y Te0s B APY3bAX, O TOM, 4T0 TeOs B3JIOMAIH H, BO3MOYKHO, OT
TBOEr0 UMeHH OyJeT pacChLIaThCS ClIaM H CCHUIKH Ha (PHIIMHIOBBIE CANTHI;

5. Vcranosu HaznexHblit maposs (PIN) Ha MoGHIBHBIH Tenedon;
6. Otkmoun coxpaHeHHe napoins B Gpaysepe;
7. He orxpsiBaii ¢aiinbl B Jpyrue BIOKEHHS B NHCHMAX HaKe €CIH OHH NMPHIUIA OT
TBOHX ApYy3eH. JIydine yTOYHHM y HHX, OTIPABJISAIHN JH OHH Tebe 3TH (aiibl.
Lugpposas penymayus

[ludposas pemyraums - 370 HeraTHBHas WIH NMO3UTHUBHAsS MH(OPMANHS B CeTH o Tebe.
Komrpomernpyiomas HHbOpManus pa3MellleHHas B MHTEPHETE MOXKET CEphe3HBIM 06pa3oM
OTPa3suTECSA Ha TBOEH peanbHOM xu3HH. «Lludposas penytamusy - 310 TBOH HMHIK, KOTOPBIH
dopmupyercs u3 nadopmannu o Tebe B HHTEpHETE.

TBoe mecTo xuTENBCTBA, yueOhl, TBOE (PHHAHCOBOE MOJIOKEHHUE, OCOGEHHOCTH XapaKTepa
M paccKassl O OMM3KHX — BCE 3TO HAKAILIUBAETCS B CETH.

MHOTHe MOJPOCTKH JIETKOMBICIEHHO OTHOCSATCS K IyGIMKauuy JMYHON HHQOPMAIMK B
Wutepuere, He MOHEMas BO3MOXHEIX MOCHeACTBHH. Thi Jaxke He CMOKENIb IOTAafaThCs O TOM,
uto ororpadus, pasMmemenHas 5 et Ha3aj, cTala IPUYIHHON OTKa3a MpUHATH Tebs Ha paboTy.

KommenTapuu, pasmemenne TBOMX (oTorpaduii W Apyrue AeHCTBHS MOTYT He
HCYC3HYTh NaXe IOCJIEe TOro, Kak Thl HUX yHauHlib. Thl HE 3HAemb, KTO COXPAHHI 3Ty
vHDOPMALIHIO, ITOMAAa IH OHA B TIOMCKOBbIE CHCTEMBI H COXPAHHWJIACH JIH OHA, a IVIABHOE: 4T
NoAYMaiOT 0 Tebe OKpyXKaroliee JIOM, KOTOphle HAHAYT M YBUAAT 3T0. Haiitu uudopManmio
MHOTO JIET CIYCTS CMOXeT JoOoM — Kak u3 J0OpeIX moOGYXIEeHHH, TaK M ¢ HaMepeHHEeM
MPHYMHHUTH BpeZl. 3TO MOXKET OBITh KTO YTOJIHO.

OcHOBHEIE COBETHI 110 3aKTe HH(POBOI penyTanum:

1. Ilomymaii, npexne yem 4To-TO MyGIHKOBATH M mepeaasath y cebs B 6iore WnH B
COIHAJIEHOH CETH;

2. B HacTpolikax npo(uiIs yCTaHOBH OTPaHHYEHHS HA POCMOTP TBOETO NPOQHIL H ero
COJICPIKUMOTO, CeNai ero TOJIBKO « I apy3eiiy;

3. He pasmemaii u He ykasbiBaii HHYOPMALHIO, KOTOPas MOXKET KOT0-THOO OCKOPOISTE
MM 00OMKaTh.

Aemopckoe npaso

CoBpeMeHHblE IIKONBHUKH— aKTUBHBIE [OJIB30BATENH IU(MPOBOTO NPOCTPAHCTEA.
OnHako Janeko He BCe 3HAKOT, YTO MO/IB30BAHHE MHOTHMH BO3MOKHOCTAMH HH(POBOro MHpa
TpeOyeT coOMoNeH! IpaB Ha HHTEIUICKTYAIbHYIO COOCTBEHHOCT.

Tepmun «uHTeNIEKTyaNbHAt COOCTBEHHOCTH» OTHOCHMTCS K PAa3/IMYHBIM TBOPEHHSM
YEJIOBEYECKOro yma, HauHHad ¢ HOBBIX H300peTeHHi U 3HAaKOB, 0003HAYAIOIMMX COOCTREHHOCTD

Ha MPOAYKTBl M YCIYrH , W 3aKaHyMBas KHMramu, ¢otorpadusMu, KHHODHIBMAMH W
MY3BIKAIBEHBIMH MTPOH3BEACHHAMH.



ABTOPCKHE TTpaBa — 3TO NpaBa Ha MHTEJUIEKTYAJIbHYIO COOCTBEHHOCTh HA MPOU3BEICHUA
HayKH, JIMTEPAaTYPhl H HCKYCCTBA. ABTOPCKHE IIpaBa BBICTYIIAIOT B KAYECTBE rapaHTHH TOI'0, YTO
MHTEJUICKTYalbHBIH/TBOPYECKHH TPy aBTOpa He OyJeT HampacHBIM, JacT €My ClpaBelJIMBbIe
BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOEro TPyHa, MOMYYHTh H3BECTHOCTH M NPH3HAHHE.
Huxro 6e3 paspeleHus aBTopa HE MOKET BOCIIPOM3BOMTE €T0 MPOH3BEICHHE, PaclIpOCTPaHsITh,
nyONH4YHO JEMOHCTPHPOBATh, IIpOJaBaTh, HMIIOPTHPOBATH, IyCKaTh B MPOKAT, IIyOIMYHO
UCIIOJIHATH, TOKA3bIBATh/UCIIONHATE B 2(hupe uiH pasmearts B IHTepHeTE.

Ucnone3zoBanne «KIMHPAaTCKOTrO» IMpoTrpaMMHOTO obecreueHHA MOIKET IIPHBCCTH K MHOTHM
PHCKaM. OT MMOTEPH MHaHHBIX K TBOHM aKKayHTaM MO0 6HOKHPOBKH TBOECTO }'C’I‘pOﬁ'CTB&, rie
YCTAaHOBJIEHHBIA HE JerajsHas nporpamMma. He crout Takxke 3355113&1'5, YTO CYIIECTBYET
JieranbHEBIE H OecIIaTHRIE nporpaMMel, KOTOPBIE MOYKHO HalTH B CETH.

O nopmane

CereBuyok.pd — TBOH rNaBHBIH COBETYMK B CETH. 31€Ch Thl MOMEIIb Y3HaTh O
0€30nMacCHOCTH B CETH TOHATHBIM M JOCTYIHBIM S3BIKOM, & MPH BO3HHKHOBEHHH KPHTHYECKOM
cHTyaluu 0OpaTHThCS 32 COBETOM. A TakXke MPUHATH y4acTHE B KOHKYpPCAaX M CTaTh CAMBIM
M ()POBBIM IpaKIAHHHOM !



